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Network Evolution Transition and Migration Approach Document



Introduction and General Obligations
This Appendix is the Network Evolution Transition and Migration Approach Document (NETMAD) developed by the DCC pursuant to Section F13 (Network Evolution Transition and Migration Approach Document) of the Code.
Where directed to do so by the Secretary of State from time to time, the DCC shall develop and consult upon a further draft or drafts of this NETMAD in accordance with Section F13.5 of the Code, and the DCC shall submit such further draft(s) to the Secretary of State in accordance with the process set out in Section F13.4 of the Code.
For the purposes of Section F13.8 (Expiry of the Network Evolution Transition and Migration Approach Document), this NETMAD will cease to apply on 30 June 2026 (or any such later date as the Secretary of State may direct following a consultation on a proposed alternative with the Parties and the Panel) and shall no longer have any effect from such date (but without prejudice to the rights and obligations arising prior to that date).
Defined Terms and Interpretation for the purpose of the NETMAD
The following definitions shall apply in the NETMAD: 
	Term
	Meaning

	4G Central/South
	is a Region, and refers to the Geographical Regions covering central Great Britain and the south of Great Britain and the use of 4G mobile communications technology in those Geographical Regions.

	4G Communications Hub
	means a SMETS2+ Communications Hub that is designed to work with 4G mobile communications technology

	4G SM WAN
	means that part of the SM WAN that will utilise 4G mobile communications technology.

	4G Test Communications Hub
	means a device that is equivalent to a 4G Communications Hub but which contains such variations in functionality as the DCC reasonably considers appropriate to enable the device to be used for the purposes of testing, which device is provided (or to be provided) for the purpose of testing as described in Section F10 (SMETS2+ Test Communications Hubs).

	Active Mesh Gateway Communications Hub
	means a Mesh Communications Hub that is within range of mobile cellular radio technology and which connects to one or more other Mesh Communications Hubs that are outside the range of mobile cellular radio technology via wireless mesh radio technology for the purpose of connecting those Mesh Communications Hubs to the SM WAN.

	Active Mesh Hop Communications Hub
	means a Mesh Communications Hub that is outside range of mobile cellular radio technology and which connects to one or more other Mesh Communications Hubs that are also outside the range of mobile cellular radio technology via wireless mesh radio technology for the purpose of connecting those Mesh Communications Hubs to the SM WAN.

	Additional User Testing for FSM
	means the additional testing set out in Clause 11.18 that a User must undertake prior to being eligible to access the FSM Platform.

	Carton
	means a package of 14 4G Communication Hubs in a cardboard box.

	Communications Technology
	means each of the telecommunications technologies used to provide all or part of the SM WAN, including each of the following: (a) long-range radio; (b) 2G and/or 3G mobile communications technology; and (c) 4G mobile communications technology.

	Completion Report
	means the completion report for Initial Pallet Validation to be completed pursuant to Clauses 4.9 – 4.14 of this NETMAD.

	DCC Identity Provider Service
	means the new identity provider service which will be provided in conjunction with the FSM Platform.

	Future Service Management Platform (or FSM Platform)
	means the tool being implemented on the ServiceNow platform, incorporating the new Self-Service Interface and the new Order Management System.

	FSM Migration Environment
	means a version of the FSM Platform that will be used by an Administration User to validate and reactivate the User’s set of SSI Accounts to subsequently be populated into the FSM Platform.

	FSM UIT Environment
	means a version of the FSM Platform that will be used by User Personnel to perform their UIT testing obligations per Clause 11.

	Functional Component
	means a specific functionality item or set of functionality provided by the FSM Platform which is subject to the access controls set out in Clause 12 of this NETMAD.

	Geographical Region
	means each of the three regions of Great Britain recognised for the purposes of this Code, being north, central and south. The region into which a premises (or future potential premises) falls shall be identified by the DCC and confirmed to other Parties on request. Once a premises has been identified by the DCC as being in a particular region, the DCC shall not identify that premises as being in a different region (unless agreed by the Supplier Party or Supplier Parties Registered for the MPAN and/or MPRN at the premises and the Network Party or Network Parties for the network(s) to which the premises is, or is intended to be, connected).

	Initial Pallet Manufacture (or IPM)
	means the first date on which 4G Communications Hubs will be manufactured for the purpose of Initial Pallet Validation.

	Initial Pallet Validation (or IPV)
	means the initial trialling of 4G Communications Hubs by Supplier Parties in premises.

	Initial Pallet Validation Approach Document
	means a document produced pursuant to Clause 4.4 of this NETMAD

	Initial Pallet Validation Stage
	means the period during which Initial Pallet Validation will be conducted.

	JIP Milestone
	means a milestone within the Joint Industry Plan.

	Job Type Role
	means one of the functional roles as set out in the SSI Functions and Roles Policy.

	Joint Industry Plan (JIP)
	(in the context of this NETMAD) means the part of the joint industry plan that relates to the 4G Communications Hubs and Network Programme that is agreed at the Department for Energy, Security and Net Zero's smart metering design group.

	Legacy DSMS
	means the tool which is based upon on a BMC Remedy platform, including the legacy Self-Service Interface and the associated legacy DCC Identity Provider Service, and which the FSM Platform will replace upon Go-Live.

	DCC’s Microsoft SharePoint
	means a web-based collaborative platform that DCC uses to securely share and exchange information with individual Parties.

	Region
	means a combination of Geographical Region and Communications Technology as follows: 
North; 
2G/3G Central; 
2G/3G South; and 
4G Central/South.

	Trust Centre Swap out Visit (TCSO Visit)
	means a visit to Designated Premises or Domestic Premises made by a Large Supplier Party (or their representative or agent) for the purposes of replacing a SMETS2+ Communications Hub installed at the premises with another SMETS2+ Communications Hub.

	SMETS2+ SM WAN
	means the means by which the DCC sends, receives and conveys communications to and from SMETS2+ Communications Hub Functions. The Communications Technology utilised for these purposes may differ from Region to Region, and there may be more than one Communications Technology utilised within a Geographical Region.

	Special Installation Mesh Communications Hub
	means a WAN Variant which is distinguishable from a standard Mesh Communications Hub by the existence of an additional external aerial port. These WAN Variants are only used for 2G/3G Central and 2G/3G South.

	Transitional 4G Communications Hub Forecasting and Ordering Period  
	has the meaning given to that expression in Clause 6.1 of this NETMAD.

	Relevant Period
	means the period of six months commencing on the date that Clause 10.1 takes effect.



Additionally, where defined terms from specific parts of the Code are used, the relevant part of the Code is stated. Where no specific part of the Code is stated, a defined term shall have its Section A (Definitions and Interpretation) meaning. 
Coverage Checker
Prior to the “LSC: Go-Live decision” JIP Milestone being met, the DCC shall make available to each Supplier Party through the DCC’s Microsoft SharePoint a searchable database with the capability to interrogate by post code and postal outcode whether a 4G Communications Hub installed in a premise at any given location:
is expected to be able to connect to the 4G SM WAN from the start of the Initial Pallet Validation Stage; or
cannot be confirmed as being expected to be able to connect to the 4G SM WAN from the start of the Initial Pallet Validation Stage. 
The database provided pursuant to Clause 3.1 shall be a CSV file which is searchable by users at postcode and outcode level and shall be kept up to date. Whenever the DCC makes available an updated version of the database it shall notify each Supplier Party that it has done so.
Initial Pallet Validation
A Supplier Party shall not enrol a Smart Metering System incorporating a 4G Communications Hub prior to the commencement of the Initial Pallet Validation Stage.
Each Supplier Party shall provide any information that the DCC reasonably requests in order to support the planning, coordination and undertaking of Initial Pallet Validation.
Initial Pallet Validation Approach Document
4.3 	The DCC shall produce an Initial Pallet Validation Approach Document in accordance with Clause 4.4 which shall include the following:
[bookmark: _Hlk140062069]the entry criteria that are required to be met before the Initial Pallet Validation Stage can commence;
the process for resolving Incidents occurring in respect of Services pertaining to the 4G mobile communications technology during the Initial Pallet Validation Stage, the applicable Incident thresholds that must not be exceeded in order for the Initial Pallet Validation Stage to complete successfully, and the process for excluding Incidents from counting towards those thresholds;
the other exit criteria that are required to be met in order for the Initial Pallet Validation Stage to successfully complete, including the minimum activity that must be undertaken before the Initial Pallet Validation Stage can complete; and
matters to be included in the completion report for the Initial Pallet Validation Stage.
4.4	The DCC shall submit a draft Initial Pallet Validation Approach Document to the Panel for review as soon as reasonably practicable (and such submission by the DCC and review by the Panel may take place prior to this Clause 4.4 coming into effect); and:
0. where the Panel and the DCC can reach an agreement, the draft Initial Pallet Validation Approach Document shall be updated by the DCC as necessary and deemed to be final; or 
where the Panel and the DCC cannot reach an agreement, the matters of disagreement shall be referred by the DCC to the Secretary of State for determination. The Secretary of State’s decision on such matters shall be final and binding for the purposes of this Code and the draft Initial Pallet Validation Approach Document shall be updated by the DCC as necessary and deemed to be final. 
4.5	Revisions to the Initial Pallet Validation Approach Document finalised pursuant to Clause 4.4:
0. may, from time to time, be submitted by the DCC to the Panel in accordance with the provisions of Clause 4.4, and the provisions of Clause 4.4 shall apply (again) to the revised version of the document; or 
shall be made by the DCC in accordance with any direction to do so issued by the Secretary of State. The DCC shall consult with the Panel concerning any such proposed revision in accordance with any direction to do so issued by the Secretary of State.
4.6	The DCC shall comply with the Initial Pallet Validation Approach Document.
Start of Initial Pallet Validation
4.7	Initial Pallet Validation shall only commence once the Panel has determined that the Initial Pallet Validation entry criteria have been met.
Completion of Initial Pallet Validation
4.8	Initial Pallet Validation shall only complete once the Panel has determined that the exit criteria for completion as set out in the Initial Pallet Validation Approach Document have been met. 
4.9	When the DCC considers that Initial Pallet Validation completion ought to occur, the DCC shall prepare a Completion Report. The DCC shall:
0. notify the Secretary of State, the Authority, the Panel, and the Parties that the DCC considers that Initial Pallet Validation has completed; 
provide the Authority, the Panel, and the Secretary of State with copies of the Completion Report and a list of the sections of such report that the DCC considers should be redacted prior to publication; and
review the supporting documentation and evidence with regards to the relevant exit criteria with the Panel.
4.10	The Panel shall confirm the completion of Initial Pallet Validation or shall highlight where it believes the exit criteria have not been met.
4.11	Where the Panel confirms the completion of Initial Pallet Validation (subject to the Panel and the DCC reaching an agreement regarding resolution of any issues raised by the Panel), the Completion Report shall be updated by the DCC as necessary and deemed to be final. 
4.12	Where the Panel declines to confirm the completion of Initial Pallet Validation, the DCC shall update the relevant Completion Report to reflect resolution of any issues where the DCC and the Panel reached an agreement, and the DCC shall then either: 
0. refer the matters where the Panel and the DCC are in disagreement to the Secretary of State for determination; or
continue with the Initial Pallet Validation Stage (and Clause 4.9 shall apply again).
4.13	Where a referral has been made by the DCC pursuant to Clause 4.12, the determination of the Secretary of State shall be final and binding for the purposes of this Code as follows:
0. where the Secretary of State agrees that Initial Pallet Validation has completed, the relevant Completion Report shall be updated by the DCC as necessary and the contents shall be deemed to be final; or
where the Secretary of State disagrees that Initial Pallet Validation has completed, the DCC shall continue with the Initial Pallet Validation Stage (and Clause 4.8 onwards shall apply again).
4.14	The DCC shall publish the final Completion Reports for Initial Pallet Validation as soon as reasonably practicable on the DCC Website, which shall be anonymised and redacted where directed by the Panel. The DCC shall notify the Panel, the Secretary of State, the Authority and the Parties of the publication of the report.
Ordering of 4G Communications Hubs for Initial Pallet Validation 
Each Supplier Party shall be entitled to order 4G Communications Hubs intended for use in the Initial Pallet Validation Stage in accordance with this Clause 5. 
4G Communications Hubs orders shall be supplied by the DCC in Cartons. Each Supplier Party may place a request for a minimum order of 1 Carton and a maximum order of 64 Cartons during the calendar month prior to the "Initial Pallet Orders" JIP Milestone. The DCC shall ensure that there are in total 640 Cartons (8,960 4G Communication Hubs) available for ordering by Supplier Parties.
The DCC shall make available to Supplier Parties at least one DCC contact telephone number and one DCC email address for the purposes of order requests for 4G Communications Hubs. A Supplier Party shall place any order request in writing by email by completing a template provided by the DCC for this purpose.
The template provided by the DCC pursuant to Clause 5.3 shall include:
the number of Cartons of 4G Communications Hubs being ordered (which, in accordance with Clause 5.2, shall be between 1 and 64 Cartons);
one Delivery Location for the order, including the following information for the Delivery Location: 
the full delivery address (including postcode); 
days of the week and hours within those days that deliveries can be made; 
a preferred delivery date within one month preceding the “Initial Pallet Supply” JIP Milestone; and 
the name, email address, and telephone number for a nominated contact in relation to each Communications Hubs order.
Where a Supplier Party does not provide an order request in a number of Cartons or where the order request is more than 64 Cartons, DCC shall amend that element of the request at its discretion to comply with the requirements set out in this Clause 5.
Where the DCC receives a Communications Hub order request from a Supplier Party, the DCC shall: 
promptly acknowledge receipt of the request; and 
within five Working Days of its receipt, notify the Supplier Party in writing via email either that: 
(i) the request satisfies the requirements of Clause 5.4 and is therefore being processed; or 
(ii) the request does not satisfy the requirements of Clause 5.4 with respect to the minimum or maximum number of Cartons therefore that the DCC has amended the order request pursuant to Clause 5.5, provide the details of the amendment and state that the request is being processed on that basis; and/or
(iii) the request does not satisfy the other requirements of Clause 5.4 in which case the Supplier Party shall revise the request within [5] Working Days so that it does so satisfy those requirements, in order for it to be eligible for processing by the DCC. 
Following completion of the steps in Clause 5.6, the DCC shall process each Supplier Party’s order request in accordance with the rules set out in Clauses 5.8 – 5.15.
[bookmark: _Hlk143683925]Where the aggregate of the order requests pursuant to Clause 5.6 exceeds 640 Cartons, the following rules shall apply and the DCC shall adjust each Supplier Party’s order request accordingly:
each order request for 16 Cartons or fewer shall be accepted. Each order request for more than 16 Cartons shall be reduced by one Carton. This process shall be repeated until the aggregate number of order requests does not exceed 640 Cartons, provided that the DCC shall not reduce a Supplier Party’s order request below 16 Cartons; and
once the rules in Clause 5.8(a) have been applied, any remaining Cartons that are available to be ordered shall be randomly allocated to individual order requests that were reduced pursuant to Clause 5.8(a). 
Where the aggregate of order requests pursuant to Clause 5.6 equals 640 Cartons, no further adjustment shall be made by the DCC to each Supplier Party’s order request.
Where the aggregate of order requests pursuant to Clause 5.6 is fewer than 640 Cartons, the DCC shall send an email to each Supplier Party that submitted an order request to invite them to increase their order request through an additional round of requests, stating the total amount of Cartons that are available for ordering in that additional round that have not yet been requested. Each Supplier Party shall have 5 Working Days to respond in writing via email to the DCC stating whether it wants to additionally request Cartons and if so, the number that it wishes to additionally request. Where a Supplier Party does not submit an additional order request, its order request shall not be amended.
In respect of those Supplier Parties that do submit additional order requests, where the aggregate of the additional order requests received pursuant to Clause 5.10 does not exceed the total Cartons that were available for ordering in the additional round, the DCC shall adjust each relevant Supplier Party’s order request to reflect the additional amount requested by that Supplier Party.
In respect of those Supplier Parties that do submit additional order requests, where the aggregate of the additional order requests received pursuant to Clause 5.10 exceeds the total Cartons that were available for ordering in the additional round, then the following rules shall apply and the DCC shall adjust each relevant Supplier Party’s order request to reflect the additional amount allocated to that Supplier Party:
the DCC shall reduce the Supplier Party’s additional order request by a single Carton. This process shall be repeated until the aggregate number of additional order requests does not exceed the total number of Cartons that were available for ordering in the additional round; and
once the rules in Clause 5.12(a) have been applied, any remaining Cartons that are available shall be randomly allocated to individual additional order requests that were reduced pursuant to Clause 5.12(a). 
In the event that a Supplier Party’s order request or additional order request is amended pursuant to Clause 5.8 or Clause 5.12, the DCC shall contact that Supplier Party by email, to inform them of the amendment, setting out the reason for the change.
Each Supplier Party’s accepted order for 4G Communications Hubs will be set at the amount of Cartons established pursuant to completion of the process set out in Clauses 5.8 – 5.12 (inclusive). The DCC shall notify each Supplier Party in writing via email of its accepted order amount by the "Initial Pallet Orders" JIP Milestone.
The DCC shall deliver to each Supplier Party its accepted order of 4G Communications Hubs to the location set out in the order request, within the opening hours of that location and on the delivery date established pursuant to Clause 5.4(b)(iii). 
The DCC and each Supplier Party acknowledges that the DCC Licence and other parts of this Code (including Section A, Section F, the CH Handover Support Materials and the CH Installation and Maintenance Support Materials) shall be amended prior to delivery to apply in respect of the 4G Communications Hubs ordered pursuant to this Clause 5 and in respect of the Services that the DCC shall be required to provide in relation to those Communications Hubs. 
[bookmark: _Hlk157503720]Transitional 4G Communications Hub Forecasts and Ordering: Application of Section F (Smart Metering System Requirements)
6.1	The Transitional 4G Communications Hub Forecasting and Ordering Period is the period starting on 1 October 2024 and ending on 30 November 2025 (inclusive). 
6.2	During the Transitional 4G Communications Hub Forecasting and Ordering Period, Sections F5.3 and F5.4 of this Code shall apply subject to the following variations in respect of forecasts for 4G Communications Hubs for the 4G Central/South Region (only):
(a)	Each Party that intends to order 4G Communications Hubs for delivery in the Delivery Months of either July 2025 or August 2025 shall submit a single submission for the forecasts in respect of each of those Delivery Months on or before 24 October 2024;
(b) 	Each Party that intends to order 4G Communications Hubs for delivery in the Delivery Month of September 2025 shall submit a forecast on or before 22 November 2024; 
(c)	Each Party that intends to order 4G Communications Hubs for delivery in the Delivery Months of either October 2025 or November 2025 shall submit a single submission for the forecasts for each of those Delivery Months on or before 20 December 2024; 
6.3 	During the Transitional 4G Communications Hub Forecasting and Ordering Period, Sections F5.7 to F5.15 shall apply subject to the following variations in respect of orders for 4G Communications Hubs for the 4G Central/South Region (only):
(a) 	Each Party that intends to order 4G Communications Hubs for delivery in one or more of the Delivery Months of July 2025, August 2025 and/or September 2025 shall submit a single submission for the orders in respect of each of those Delivery Months no later than 11 April 2025. Where a Party has chosen to submit an intended order prior to this Code being so modified, the submitted intended order shall be treated as an order once this Code has been modified and shall be treated as if it had been made subsequent to such modification;
(b)	An order of 4G Communications Hubs for delivery in the Delivery Month of July 2025 shall have the tolerances specified in Section F5.10 applied to the forecast for this Delivery Month submitted in accordance with Clause 6.2(a) above;
(c)	An order of 4G Communications Hubs for delivery in the Delivery Month of August 2025 shall have the tolerances specified in Section F5.10 applied to the forecast for this Delivery Month submitted in accordance with Clause 6.2(a) above;
(d)	An order of 4G Communications Hubs for delivery in the Delivery Month of September 2025 shall have the tolerances specified in Section F5.10 applied to the forecast submitted for this Delivery Month in accordance with Clause 6.2(b) above;
(e)	An order of 4G Communications Hubs for delivery in the Delivery Month of October 2025 shall have the tolerances specified in Section F5.10 applied to the forecast for this Delivery Month submitted in accordance with Clause 6.2(c) above; and
(f)	An order of 4G Communications Hubs for delivery in the Delivery Month of November 2025 shall have the tolerances specified in Section F5.10 applied to the forecast for this Delivery Month submitted in accordance with Clause 6.2(c) above.
6.4	Where any dates of the Delivery Months referenced in Clauses 6.2 and 6.3 above are changed after a Party has submitted a Communications Hub Forecast or a Communications Hub Order associated with that Delivery Month, the Party shall not be required to resubmit the Communications Hub Forecast or the Communications Hub Order and the DCC shall continue to process the original Communications Hub Forecast or Communications Hub Order as though the Communications Hub Forecast or Communications Hub Order was for the revised delivery dates for the relevant Delivery Month.
Mesh Communications Hubs
Once this Code has been amended to include obligations on Supplier Parties on the replacement of Mesh Communications Hubs and Special Installation Mesh Communications Hubs with 4G Communications Hubs under Appendix I (CH Installation and Maintenance Support Materials), the provisions in Clause 8.16 of Appendix I shall not apply until the end of the Initial Pallet Validation Stage (notwithstanding the other provisions of the Code).
Subject to Clause 7.3 below, a Supplier Party shall not replace any Mesh Communications Hub or Special Installation Mesh Communications Hub with a 4G Communications Hub until the end of the Initial Pallet Validation Stage.
A Supplier Party may replace a Mesh Communications Hub with a 4G Communications Hub during the Initial Pallet Validation Stage, as follows:
Before the commencement of the Initial Pallet Validation Stage, the DCC shall make available to Supplier Parties at least one DCC contact telephone number and one DCC email address for the purposes of replacing Mesh Communications Hubs with 4G Communications Hubs;
Before the commencement of the Initial Pallet Validation Stage, the Supplier Party may contact the DCC using the contact details in clause 7.3(a) requesting details of Mesh Communications Hubs that can be replaced with a 4G Communications Hub during the Initial Pallet Validation Stage;
In response to a request under Clause 7.3(b), the DCC shall provide the Supplier Party with a list of the Device IDs of each Mesh Communications Hub that has not been an Active Mesh Gateway Communications Hub or an Active Mesh Hop Communications Hub in the six-month period preceding the request under Clause 7.3(b); and
The Supplier Party may replace only those Mesh Communications Hubs provided by the DCC under Clause 7.3(c) for which it is the Responsible Supplier, with a 4G Communications Hub during the Initial Pallet Validation Stage.
Initial Pallet Manufacture
In order to send and receive messages to and from 4G Communications Hubs, the DCC will be relying on the services of a number of new DCC Service Providers.  At the time of Initial Pallet Manufacture, these new DCC Service Provider roles and services will not have been defined under the SEC. In order to permit the Issuing of Device Certificates and Organisation Certificates that will support the services to be provided by these new DCC Service Providers in relation to the 4G Communications Hubs, the Systems of these DCC Service Providers shall be treated as falling within limb (a) of the Definition of DCC Live Systems, including for the purposes of Section G (Security), Section L3.16 (Device Certificates) and Section L3.18 (Organisation Certificates and OCA Certificates). 
General Provisions Relating to Transition
9.1 	An order for a 4G Test Communications Hub submitted in accordance with Section F10 (SMETS2+ Test Communications Hubs) that was submitted prior to this Code being amended to include either:
this Clause 9.1; or
obligations on the DCC to make 4G Communications Hubs available to order under Section F (Smart Metering System Requirements),
shall be deemed to have been submitted and will be subsequently processed as though references in Section F10 to Test Communications Hubs had included 4G Test Communications Hubs at the time the order was submitted.
In the period prior to this Code being amended to introduce the concept of a 4G mobile communications technology and the 4G Central/South Region within the definitions in Section A (Definitions and Interpretations) and in SEC Section H14 (Testing Services), commencing from 5 August 2024:
the DCC shall be required to provide Device and User System Tests in accordance with Section H14 to cover all Communications Technologies utilised by the DCC in the relevant Geographical Region, as though references to Test Communications Hubs include 4G Test Communications Hubs and as though references to DCC Systems include the DCC Systems as modified to enable the provision of Services that utilise the 4G SM WAN and 4G Test Communications Hubs; and
where the Testing Services referenced in Section H14.31 are required to include the provision of a connection to a simulation of the SMETS2+ SM WAN, that simulation shall cover all Communications Technologies utilised by the DCC in the relevant Geographical Region.
Trust Centre Swap Out Visit
Each Large Supplier Party shall:
take all reasonable steps to undertake, in the Relevant Period, a minimum of 40 TCSO Visits which satisfy the requirements of Clause 10.2;
ensure that where a SMETS2+ Communications Hub installed at the premises is replaced with another SMETS2+ Communications Hub, the replacement is carried out in accordance with the “Trust Centre Swap Out (TCSO) Orchestration Guidance Document” published on the Website; and
provide a report to the Secretary of State on the number of TCSO Visits undertaken by it in the Relevant Period which report includes, as a minimum, the information required by Clause 10.3.
The requirements of this Clause 10.2 are that:
the Communications Hub Function, forming part of the SMETS2+ Communications Hub to be replaced, forms part of both a gas Smart Metering System and an electricity Smart Metering System which are Enrolled;
the Large Supplier Party is both the Gas Supplier and the Import Supplier for the relevant premises; and
both the gas Smart Metering System and the electricity Smart Metering System installed at the premises is one in respect of which the Large Supplier Party does not expect to have to install any new ESME, GSME, PPMID or IHD, or Commission any Device (other than the replacement Communications Hub Function and Gas Proxy Function) as part of the TCSO Visit.
The requirements of this Clause 10.3 are that the report to the Secretary of State includes, as a minimum, the following information in respect of each TCSO Visit undertaken in the Relevant Period:
the duration of each TCSO Visit;
the methodology used to calculate and determine the duration of each TCSO Visit (as provided under Clause 10.3(a));
whether or not the SMETS2+ Communications Hub installed at the premises was replaced with another SMETS2+ Communications Hub during the TCSO Visit and if not the reasons for being unable to make the replacement;
details of any issues (whether technical and/or operational) arising or encountered during the TCSO Visit, of the actions taken to address such issues (including any interaction with DCC and device manufacturers) and of the efficacy of the actions taken.
Where a Large Supplier Party undertakes a TCSO Visit prior to the date on which Clause 10.1 takes effect, that TCSO Visit may be treated as a TCSO Visit undertaken in the Relevant Period provided that that the information necessary to meet the requirements of Clause 10.3 is recorded and available in respect of that TCSO Visit.
Transition to the Future Service Management Platform 
Provision of training on the Future Service Management Platform
No later than six weeks prior to the date of the “DSP FSM – UIT-B commences” JIP Milestone, the DCC shall notify to Users dates and times on which it will hold training on the functionality of the FSM Platform and at least one DCC email address for the purposes of requesting attendance at this training. This training will include, as a minimum:
navigation of the FSM Platform;
initiation and review of an Incident;
initiation and review of a Service Management Service Request; and
submission and amendment of a 4G Communications Hub order and a Communications Hub return request.
Each Party may attend any training notified in accordance with Clause 11.1 by notifying the DCC of the date and time that it would like to attend using the contact details provided by the DCC. The DCC shall confirm the Party’s attendance within one Working Day of receipt of the Party’s request.
Requirement to prepare policy documents
Prior to undertaking the activities in Clauses 11.4, 11.5, 11.8 and 11.9, the DCC shall prepare and consult upon with SEC Parties, and submit to the Panel for approval:
the SSI Functions and Roles Policy, which will set out in detail the structure and definition of Job Type Roles within the Self-Service Interface; 
the DCC Internet Access Policy, which will set out the procedure to be followed before an organisation will be able to utilise Internet access, including technical details and rules that the User must continue to comply with; and
an updated version of the SSI Baseline Requirements Document, which reflects the solution as provided by the FSM Platform.
Migration of Self Service Interface user data 
No later than 30 Working Days prior to the date of the “DSP FSM – Go Live” JIP Milestone, the DCC shall arrange for the FSM Migration Environment to be populated with all user accounts in the Legacy DSMS which have any current or historical activity records, and for each such account to be associated with the same User IDs as in the Legacy DSMS. All such accounts shall be established on the FSM Platform as SSI Accounts with an initial status of ‘retired’. The DCC shall notify all Users as soon as reasonably practicable following this being completed.
On the day of the “DSP FSM – Go Live” JIP Milestone, the DCC shall ensure the FSM Platform has been updated with:
(a) all SSI Accounts within the FSM Migration Environment;
(b) data from the Legacy DSMS, including:
(i) data regarding organisations, including Users, User Roles and User IDs;
(ii) Incidents;
(iii) Service Requests;
(iv) Service level histories; and
(v) other configuration data which is required to deliver the Service Management Service to an equivalent functionality and informational scope to the Legacy DSMS, 
in all cases including both active or “open” records plus all historical or “closed” records for the last three years prior to the date of the “DSP FSM – Go Live” JIP Milestone (except for the data required by Clauses (i) and (v) where all historical or “closed” records shall be included); and
(c) orders for 4G Communications Hubs received and confirmed in accordance with Appendix H (CH Handover Support Materials) Clause 10 (Variations to Clauses 3-9 for the purposes of 4G Central/South and additional provisions in respect of Forecasting, Ordering and Handover Service).
11.5A	The DCC shall ensure that the FSM Platform has been updated with all the remaining historical or “closed” records from the Legacy DSMS set out under Clauses 11.5(b)(ii), (iii) and (iv) no later than six months following the date of the “DSP FSM – Go Live” JIP Milestone. Where any such records are not available on the FSM Platform, a User may request from the DCC such records that it would be entitled to access on the Legacy DSMS, and the DCC shall provide such information to that User as soon as reasonably practicable following such request.
Where a User has made any changes to a user account in the Legacy DSMS pursuant to Clause 11.4, the relevant user account shall be established on the FSM Platform as an SSI Account with a status of ‘retired’.
Eligibility to access the FSM Platform
Each User must complete the activities in Clauses 11.8 to 11.19 before it is eligible to access the FSM Platform. Each User will be required to complete the steps in Clause 11.8 separately for the FSM UIT Environment and for the FSM Platform (which includes the FSM Migration Environment).
Activation of user accounts
Each User shall ensure that it is able to access the FSM Platform, the FSM Migration Environment and the FSM UIT Environment, either
over a DCC Gateway Connection; or 
via the Internet, in which case the User shall at all times comply with the DCC Internet Access Policy.
No later than 20 Working Days prior to the date of the “DSP FSM – UIT-B commences” JIP Milestone, the DCC shall create an SSI Account on the FSM UIT Environment for each existing Administration User of the Legacy DSMS in accordance with Clause 12. 
Each User shall ensure that one or more of its Administration Users shall establish access to their respective SSI Account in accordance with Clause 12.
No later than 20 Working Days prior to the “DSP FSM – Go Live” JIP Milestone, the DCC shall create an SSI Account on the FSM Migration Environment for each existing Administration User of the Legacy DSMS in accordance with Clause 12. The DCC shall configure each such SSI Account with access to the Job Type Role “Organisational Administrator” for each User ID for which the legacy Administration User account was associated. Each User shall ensure that one or more of its Administration Users shall establish access to their respective SSI Account in accordance with Clause 12.
Following completion of the activities set out in Clause 11.11, each User shall ensure that one or more of its Administration Users shall:
re-activate each other SSI Account(s); and
review and update all User IDs and all roles assigned to each such SSI Account(s) 
in accordance with Clause 12 and the role assignment procedure set out in the SSI Functions and Roles Policy.
Each User shall be responsible for re-activating only those SSI Account(s) that it considers should have access to the FSM Platform in the production environment, and that each SSI Account is assigned only the User IDs and Job Type Roles required to perform its duties. The DCC shall not re-activate any SSI Accounts or assure the assignment of User IDs or Job Type Roles, besides the Administration User accounts referred to in Clauses 11.9 and 11.11.
Additional User Testing for the Future Service Management Platform
Each Party that has completed User Entry Process Testing for a particular User Role prior to tests equivalent to those required by the Additional User Testing for FSM coming into effect in Appendix R (Common Test Scenarios Document) Clause 8.1.27 (Self Service Interface Test) must successfully complete Additional User Testing for FSM in respect of that User Role prior to being eligible to access the FSM Platform.
Parties that start the User Entry Process Tests prior to the revisions to Appendix R Clause 8.1.27 coming into effect may undertake (and be able to successfully complete) the User Entry Process Tests without reference to this testing.
A Party that completes the User Entry Process Tests in respect of a User Role that did not include the revised testing set out in Appendix R Clause 8.1.27 shall (notwithstanding any other provision of this Code) not be eligible to access the FSM Platform until such time as they have successfully completed Additional User Testing for FSM in relation to the relevant User Role. 
Any Party that undertakes User Entry Process Testing for a particular User Role starting prior to the revised testing coming into effect with the intention of successfully completing the User Entry Process for that User Role on a date that is on or after the “DSP FSM – Go Live” JIP Milestone will not be required to undertake the testing set out in Appendix R Clause 8.1.27 prior to the revised testing coming into effect.
The following tables outline the Additional User Testing for FSM required to be executed by a Testing Participant to determine whether the prospective User can access the SSI. Test SSI04 need only be completed by Testing Participants which either have previously ordered 4G Communications Hubs or intend to order 4G Communications Hubs in the future.
.
	ID
	SSI01

	Title:
	Testing Participant can successfully log into and access the SSI.

	Prerequisite
	· Testing Participant holds the role of IS, ES, GS, ED, GT, RSA, MDR or OU for testing purposes.
· Completion of any new connectivity requirements (e.g. firewall or DNS changes) for access to the DCC System or completion of the enrolment process defined within the DCC Internet Access Policy (for Internet option).
· Receipt of initial login details including SSI account details and one-time password.
· Testing Participant has selected an MFA option (in accordance with DCC Internet Access Policy) and obtained any MFA application (e.g an authenticator) which they intend to use to support that option.



	Steps
	Description
	Objective
	Actions
	Acceptance Criteria

	1
	Login via DCC IDP
	Authenticate via DCC IDP
	Party to open the web page for SSI logon and complete Party login using multi-factor authentication via DCC IDP.
	Login successful and the authenticating SEC Party is presented with the SSI.



	ID
	SSI02

	Title:
	Testing Participant can successfully raise, amend, and close an Incident via the SSI.

	Prerequisite:
	· Testing Participant holds the role of IS, ES, GS, ED, GT, RSA, MDR or OU for testing purposes.
· Connection to DCC System or completion of the enrolment process defined within the DCC Internet Access Policy.
· Party SSI login authentication via DCC IDP.



	Steps
	Description
	Objective
	Actions
	Acceptance Criteria

	1
	Create new Incident
	Creation of a new Incident
	Party to raise a new Incident within the SSI
	Creation of Incident successful

	2
	Amend existing Incident
	Amendment of existing Incident
	Party to amend Incident created in step 1 within the SSI
	Amendment of Incident successful

	3
	Resolve existing Incident
	Resolution of existing Incident
	Party to resolve the Incident created in step 1 within the SSI
	Resolution of Incident successful



	ID
	SSI03

	Title:
	Testing Participant can successfully administer Self Service User credentials within its organisation for access to the SSI

	Prerequisite:
	· Testing Participant holds the role of IS, ES, GS, ED, GT, RSA, MDR or OU for testing purposes.
· Connection to DCC System or completion of the DCC Internet Access enrolment process defined within the DCC Internet Access Policy.
· Party SSI login authentication via DCC IDP.
· Testing Participant has an SSI account with the Job Type Role of ‘Organisational Administrator’.



	Steps
	Description
	Objective
	Actions
	Acceptance Criteria

	1
	Creation of new SSI Account
	Create a new SSI Account
	Party to create a new SSI user account for a user within its organisation
	Creation of new SSI user account successful

	2
	Amendment of SSI Account ’s Job Type Roles
	Amend a SSI Account’s Job Type Roles
	Party to amend the Job Type Roles given to the SSI Account created in step 1
	Amendment of SSI Account’s Job Type Role(s)Roles successful

	3
	Reset SSI Account credentials
	Reset a SSI Account’s password
	Party to reset the password for the SSI Account created in step 1
	Reset of SSI Account’s password successful

	4
	Removal of SSI Account
	Remove a SSI Account
	Party to remove the SSI Account created in step 1
	Removal of SSI Account successful



	ID
	SSI04

	Title:
	Testing Participant can submit each of a Communications Hub forecast, Communications Hub order and Communications Hub return via the SSI Self

	Prerequisite:
	· Testing Participant has either previously ordered 4G Communications Hubs or intend to order 4G Communications Hubs in future.
· Connection to DCC System or completion of the enrolment process defined within the DCC Internet Access Policy.
· Party SSI login authentication via DCC or own IDP.
· Party has assigned a suitable OMS Job Type Role to a relevant SSI Account, per the SSI Functions and Roles Policy.



	Steps
	Description
	Objective
	Actions
	Acceptance Criteria

	1
	Create new Communication Hub Forecast
	Creation of a new Communications Hub Forecast
	Party to create a new Communications Hub Forecast for a 4G Communications Hub within the SSI
	Creation of Communications Hub Forecast successful

	2
	Create new Communication Hub Order
	Creation of a new Communications Hub Order
	Party to create a new Communications Hub Order for a 4G Communications Hub within the SSI
	Creation of Communications Hub Order successful

	3
	Create new Communications Hub return
	Creation of a new Communications Hub return
	Party to create a new Communications Hub return within the SSI
	Creation of Communications Hub return successful



Sections H14.12 to H14.21 (User Entry Process Tests) shall apply to Additional User Testing on the FSM Platform UIT Environment subject to the variations set out below:
as if references to UEPT were references to Additional User Testing for FSM and as if references to Parties seeking to become eligible as a User in a particular User Role were references to Users seeking to access the FSM Platform;
the purpose of the tests shall be to demonstrate that the User can access and use the FSM Platform for the purposes set out in this Code; and
where a User has previously completed UEPT, Section H14.13(a) and Section H14.13(c) shall not apply to Additional User Testing for FSM.
Alternative access to the Service Desk
Further to the requirements of Sections H8.19 and H8.20 (Service Desk), the DCC shall provide and publish on the DCC Website a dedicated email address and a dedicated telephone number where Parties that are not eligible or able to access the FSM Platform can seek resolution of queries relating to becoming eligible or able to access to the FSM Platform.
Further to the provisions of Section H8.19 (Service Desk), the Service Desk can additionally be used by Parties that have not completed the Additional User Testing for FSM to submit forecasts and orders in respect of 4G Communication Hubs until such time the Party completes the Additional User Testing for FSM.
SSI Access Control Specification for the FSM UIT Environment and FSM Migration Environment
This Clause 12 will apply to the FSM UIT Environment and FSM Migration Environment for the purposes of the activities in Clause 11. This Clause 12 does not apply to the Legacy DSMS at any time.
Authorisation
The DCC shall ensure that access to Functional Components and information is only permitted to each person using the FSM Platform according to the Job Type Role(s) and User IDs assigned to their respective SSI Account within the SSI, in compliance with the Functional Components that the Job Type Role is entitled to access as set out in the SSI Functions and Roles Policy.
Where the User Personnel’s SSI Account has been configured with multiple Job Type Roles and/or User IDs, the DCC shall grant access to that User Personnel to all of the Functional Components and information that it is entitled to access in all of those Job Type Role and User ID combinations.
Authentication
The DCC shall provide to Users an identity provider service for the purpose of authentication of User Personnel to the FSM UIT Environment or FSM Migration Environment (the “DCC Identity Provider Service”).
To authenticate each request from a person that seeks to access the FSM UIT Environment or FSM Migration Environment, the DCC shall use the DCC Identity Provider Service (as defined in Clauses 12.7 and 12.8). Upon successful authentication, the DCC shall store a secure cookie in the User Personnel’s browser. Such secure cookie shall be set to expire 8.5 hours after initial authentication.
If this non-expired cookie exists during subsequent authentication, the DCC shall bypass authentication. 
Authentication via the DCC Identity Provider Service
Where a person attempts to access the FSM UIT Environment or FSM Migration Environment and a non-expired cookie is not stored in the User Personnel’s browser cookie store:
The DCC shall redirect the person to the DCC Identity Provider Service via the person’s browser;
When requested, the person shall provide the requested credentials (username, password, and multi-factor authentication confirmation) to the DCC Identity Provider Service, in accordance with Clauses 12.4 to 12.6; and
As set out in Clauses 12.4 to 12.6, the DCC shall grant or deny that person’s access to the FSM Platform by providing a cookie enabling such access to be stored in the User Personnel’s browser cookie store. If access is denied, the DCC shall provide a browser message which requests that the User Personnel resubmits their credentials.
The DCC Identity Provider Service shall be configured in such a way that on the first authentication against an SSI Account, the person authenticating must successfully complete the following steps:
authenticate using their assigned SSI Account username and initial password;
provide a new password, which will replace the temporary password; and
register a multi-factor authentication option for the SSI account, in compliance with the DCC Internet Access Policy
A person shall not be authenticated to the FSM Platform until they have completed this process.
User administration and SSI Accounts
Each member of User Personnel requiring access to the FSM UIT Environment or FSM Migration Environment shall require a unique personal SSI Account, which is used to: (a) identify the individual within the SSI; (b) enable login authentication; and (c) allow management of access to specific functional components and information, within the FSM Platform.
SSI Account Management (creation, updates and retirement)
SSI Accounts shall be managed by Administration Users via the Self-Service Interface in conformance with the SSI Functions and Roles Policy.
In exceptional cases, including but not limited to (a) the creation of the first SSI Account for a User, and (b) the assignment of Job Type Roles with specific security implications, an SSI Account may be managed by the DCC on behalf of a User, in accordance with the SSI Functions and Roles Policy.
When managing SSI Accounts, an Administration User shall:
Only create and assign SSI Accounts to named individuals within their organisation on a one-to-one basis, i.e. an SSI Account may only be used by one individual, and each individual may only have one account assigned to them.
Ensure that each individual is explicitly and correctly identified within the respective SSI Account configuration, including their name and email address.
Ensure that SSI Account details are maintained and up to date, e.g. for changes in name or contact details.
Ensure that all applicable SSI Accounts are retired in a timely fashion, where the respective individual ceases to act in a role for which they require an SSI Account.
Assignment of User IDs to SSI Accounts
An Administration User may assign one or more User IDs to each SSI Account associated with that User, provided that they are an Administration User for those User IDs.
Assignment of Job Type Roles to SSI Accounts
An Administration User may assign one or more Job Type Roles, in relation to one or more User IDs, to individual SSI Accounts via the SSI user administration function. Allowable Job Type Roles shall be limited by the SSI to those roles which are appropriate/permissible to the User according to their User Roles, as detailed in SSI Functions and Roles Policy. An Administration User may assign any of these allowable Job Type Roles to one or many SSI Accounts, at their discretion.
The DCC shall not be required to oversee the assignment of such Job Type Roles – it shall be the responsibility of the User only.
Selected Job Type Roles, which are identified as such in the SSI Functions and Roles Policy (for example those enabling elevated privileges or entitlements within the SSI and/or the SEC more broadly), may only be assigned to SSI Accounts by the DCC. For these Job Type Roles only, Administration Users may raise an SMSR to request that the DCC assigns these Job Type Roles to nominated User Personnel (SSI Accounts), provided that the requester also has a Job Type Role which is defined as entitled to nominate the requested role, as also defined in the SSI Functions and Roles Policy.
Upon receiving such a nomination, the DCC shall confirm that the requester is entitled to make such a nomination and perform any additional validation that is required, both in accordance with the SSI Functions and Roles Policy.
If the validation is successful, the DCC shall make the assignment of the nominated Job Type Role to the nominated SSI Account and shall confirm this assignment to the requester via the SMSR response. The DCC shall also notify the nominated individual of their assignment, which shall take effect either immediately or upon the next occasion that the individual authenticates with the DCC Identity Provider Service (typically the following day).
If the validation is unsuccessful, the DCC shall notify the requester of the reason for failure via the SMSR response.
DCC defined access
The DCC shall provide to User Personnel of each User access to each Functional Component that the User is eligible to access as set out in Section H8.16 and that is assigned to their respective SSI Account in conformance with the SSI Function and Roles Policy.
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